
  



  

Number of daily placed phone calls

Number of daily sent SMS

Number of SIM cards that currently exist

Telecommunication Systems are very critical infrastructure
But how secure are they really?

[Sta1],[Sta2],[Sta3]

13.5 billion 
(2021)

23-27 billion 
(2025)

9.1 billion 
(2024)



  



  

From GSM to 5G: Analyzing the Evolving Security 
Landscape of Mobile Telecommunication System(s)

Tizian Seehaus



  
The Mobile Telecommunication Landscape is huge and complex.

[3GP]



  

What this Talk is and isn’t

This talk should be fun and informative !

Is Isn’t
● Overview of Security in Mobile 

Telecommunication
● Simplified version of Key Concepts
● Look at higher layers that are 

important to security

● Full technical walkthrough of Mobile 
Telecommunication

● Fully technically correct
● Explanation of physical layers such 

as radio frequency 
modulation/demodulation, 
encoding/decoding of 
frames/subframes, etc.



  

Outline

1. Overview
2. Attack Surface #1: User Equipment
3. Attack Surface #2: RF + Base-Stations
4. Attack Surface #3: Core Network
5. Conclusion



  

Overview



  

Mobile Telecommunication Landscape

● Each operator can host one or more 
PLMN (Public Land Mobile Network)

● Global Network of Operators/Carrier

● Every PLMN has it’s own identifier.
● MCC = “Mobile Country Code”
● MNC = “Mobile Network Code”

PLMN MCC MNC

Telekom Germany 262 01,06,...

o2 Germany 262 03,05,...

KPN Netherlands 204 08,10,...

Orange France 208 01,02,...

Telekom Czech 230 01,07,...



  

Mobile Telecommunication Landscape

● Data/Voice lines (PSTN)
● Signaling/Routing lines (SS7,...)

● PLMNs are connected through distinct 
networks:

PLMNs / operators can talk to each 
other on these networks.



  

Mobile Telecommunication Landscape



  

Evolving Mobile Telecommunication Landscape



  

Evolving Mobile Telecommunication Landscape

● UMTS is discontinued in Germany. GSM probably as well.

My phone using the GPRS Generation for ~5 seconds before switching to EDGE



  

What are Base Stations

[images from unsplash,freepik]



  

Tracking Areas



  

Tracking Areas

Group of cells inside a geographic location in which the UE does not need to report a 
location update to the core network if it’s in IDLE mode.
Reduces radio-frequency and core-network load if UE is in IDLE mode.



  

Cell Identifier (CID)

PLMN-wide unique identifier for a single cell.
Used for identification on the core network layers.



  

Physical Cell Identifier (PCI)

Identifier for a single cell that is unique within a limited geographic area.

Used for identification on the physical/radio-frequency layers.
Can be reused inside the same PLMN.



  
[cellmapper.net]



  
[cellmapper.net]



  

Threat Model

Impersonation Interception Location Tracking Deanonymization
● Spoof SMS 

sender-id
● Spoof caller-id
● Transfer victims 

prepaid balance 
to my SIM

● Call 
Interception/Redire
ction

● SMS Interception
● MitM Attacks

● Country based 
tracking

● Location Area based 
tracking

● Cell-level based 
tracking

● Exact GPS 
measurement 
tracking

● Detect presence of 
individual in area



  

Threat Model

Impersonation Interception Location Tracking Deanonymization
● Spoof SMS 

sender-id
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● Transfer victims 

prepaid balance 
to my SIM

● Call 
Interception/Redire
ction

● SMS Interception
● MitM Attacks

● Country based 
tracking

● Location Area based 
tracking

● Cell-level based 
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● Exact GPS 
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tracking

● Detect presence of 
individual in area



  

Demo: Driving Home



  

Mobile Station International Subscriber Directory Number



  

MSISDN

+49 176 12345678
Country 
Code

National 
Destination 

Code

Subscriber Number



  

MSISDN – What does it reveal?
● National Destination Code reveals original PLMN this number was registered for.

+49 176 12345678
Country 

Code
National 

Destination 
Code

Subscriber Number

+49 176 12345678



  

MSISDN – What does it reveal?
● National Destination Code reveals original PLMN this number was registered for.

+49 176 12345678
Country 

Code
National 

Destination 
Code

Subscriber Number

● Nowadays with mobile-number-portability (MNP) this information source might be outdated.

+49 176 12345678

But there is another open method to obtain accurate information. (We’ll see later).

National Destination Code to PLMN mapping [WiK]



  

Attack Surface #1: User Equipment



  

How many Processors are in your Phone?

IPhone13 Pro Max Teardown [TeA]



  

The Application Processor

[TeA]



  

The Baseband Processor

● Runs the Modem firmware.

● Exposes API for Application 
Processor.

● Implements all RF logic and 
specs.

● Has hard-coded unique 
identifier called IMEI

[TeA]



  

The Subscriber Identity Module card



  

The SIM card



  

The SIM card

● Is a Smartcard.
● Has its own non-volatile 

Filesystem.
● Has hardcoded unique 

identifier called IMSI 
(“International Mobile 
Subscriber Identity”).



  

What’s stored on your SIM card?

Snippet of SIM-Personalize Tools for a programmable SIM-card

● IMSI
● SIM Ki
● OPc (not present in < 3G)

● MSISDN
● Other files with arbitrary data

● SMSC (“SMS Center”)

● ...



  

Processor Communication

Plz send SMS to +49176...

Plz give SMSCHere is SMSC: +687...

Plz send PDU: ...

Success!

Success!



  

SIM Application Toolkit

Should I do anything?No



  

SIM Application Toolkit

Should I do anything?Plz display text 
“Your balance is 5€”

Success!

Success!

Plz display text 
“Your balance is 5€”



  

Attack 1.1: Proactive SIMs

Should I do anything?No

[PaS]



  

Attack 1.1: Proactive SIMs

Should I do anything?Plz send this SMS to +49176…
via SMSC: +687...

Plz send PDU: ...

Success!

Success!

?

[PaS]



  

Attack 1.1: Proactive SIMs – What can a SIM do?

Get event Notifications Request Data Communicate
● Service Changes
● Location Updates
● Periodic Timers
● Call and SMS event
● User active, IDLE changes

● IMEI
● PLMN / LAC / Cell-ID
● Neighbour cells with signal 

strength
● Current time / time zone
● WLAN SSID and status *
● Battery Level *
● GPS Location *

● Initiate SMS
● Initiate Phone call
● Open TCP/UDP/HTTP 

channel *

* only with help of Application Processor [3GPP TS 31.311 Sec6]



  

Attack 1.2: Silent SMS
From 3GPP TS 23.040 Section 9.2.3.9:
A short message type 0 indicates that the ME must acknowledge receipt of the short message 
but shall discard its contents. This means that

- […]
- the MS shall not indicate the receipt of the type 0 short message to the user,
- the short message shall neither be stored in the (U)SIM nor ME.

Here comes 
SMS Type 0

Here comes 
SMS Type 0

I got it. Thanks!I got it. Thanks!

?

?



  

Attack 1.2: Silent SMS – Usage by Law Enforcement Agencies

Number of Silent SMSs sent by German Law Enforcement Agencies [SiS]

Answer to “Kleine Frage”: Use of so-called silent SMS, Wi-Fi catchers, 
IMSI catchers, and cell tower dumps (2023) [SmQ]



  

Attack Surface #2: RF + Base Stations



  

What happens when you turn on your phone? (2G)



  

No mutual 
authentication

Everything after 
that is encrypted 
with A5/x



  

Attack 2.1: Decrypt SMS / Phone Calls
In the 2G variants there are various encryption algorithms available to encrypt 
user data:
● A5/0: No Encryption. Insecure.
● A5/1: Can be cracked with 2TB rainbow tables in a few seconds. Insecure. [Noh10]
● A5/2: Is fundamentally broken. Can be cracked within milliseconds. Insecure.
● A5/3: Uses KASUMI cipher with 96bit key. Secure enough for practice.
● A5/4: Uses KASUMI cipher with 128bit key length. Secure enough for practice.

Two Open-Source A5/1 cracking tools. [Dek],[KrK]



  

Sidenote: Man-in-the-Middle Attacks in 2G

● The Base-Station decides the final ciphering algorithm 
used for SMS/Calls.

● Rouge Base-Station could force UE into using no or weak 
encryption (A5/0 or A5/1).

Together with no mutual authentication in 2G this opens 
door to various MitM Attacks.



  

What happens when you turn on your phone? (3G)
● Very similar to how 4G works.
● 3G is discontinued in Germany.

Let’s see how 4G works then.



  

What happens when you turn on your phone? (4G)



  

Mutual 
authentication



  

Key Concept: Temporary Mobile Subscriber Identity



  

Key Concept: TMSI
Used to pseudonymize IMSI. It is obtained/rotated on several configurable occasions. 

● Initial registration in PLMN Core Network.
Obtained on:



  



  

Key Concept: TMSI
● Used to pseudonymize IMSI. It is obtained/rotated on several configurable occasions. 

● Initial registration in PLMN Core Network.
Obtained on:

Rotated on:
● Registering in a new Tracking/Location Area.
● Invalid old TMSI (via TMSIReallocationCommand).
● ...



  

Key Concept: Paging



  

Key Concept: Paging

Not for me



  

Key Concept: Paging

Not for me



  

Key Concept: Paging

Oh that’s me!
Let’s reach 
out to the 

base-station



  

Key Concept: Paging

Here I am! 
What do you 

want?



  

Key Concept: Paging

Pre-encrypted messages

From here on messages are 
encrypted and authenticated

Paging messages are sent in cleartext from all base-stations in current TAU of UE (for calls) or 
the last registered single cell (for SMS/WhatsApp Messages/etc.). Thats called “Smart Paging”.



  

Attack 2.2: Presence Testing

{e36dde21, fe283b3f} 

∩ 

{c3d5cadb, e36dde21} 
=
{e36dde21}

Obtains MSISDN to TMSI mapping as a byproduct. [Sha17],[Got19]

Time window 
1

Time window 
2



  

Sidenote: Flash Calls
● Initiate a call but then hang up directly afterwards.
● Good timing is key! Can be scripted using VoIP/Modem API.

Creates Paging messages in current TAU of UE, without notifying the victim.
Good legal alternative to Silent SMSs.

[Sha17],[Got19]



  

Live Demo: Presence Testing



  

IMSI-Catcher

● Devices used to catch IMSIs.
How it started:

● Mostly passive. Just listens to UL/DL and catch plaintext IMSIs.

How it’s now:
● General term for all kinds of rouge base-stations.
● Can perform much more sophisticated attacks such as Call/SMS Interception, 

active downgrade attacks, SMS-Blasting, etc.
● Mostly active. Emulates a legit base-station to lure UEs into connecting to it.



  

IMSI-Catcher

 



  

Attack 2.3a: IMSI-Catching (Passive)
There are several occasions where IMSIs might be sent in cleartext over RF.

2G:
● Location Updating Request (if no TMSI is known to UE).
● Paging Request (if no TMSI is known or paging with TMSI does not yield Paging Response).
● Paging Response (if Paging Request included IMSI).
● Identity Response (type=IMSI).

[Fei19],[Jov16]



  



  

Attack 2.3a: IMSI-Catching (Passive)
There are several occasions where IMSIs might be sent in cleartext over RF.

2G:
● Location Updating Request (if no TMSI is known to UE).
● Paging Request (if no TMSI is known or paging with TMSI does not yield Paging Response).
● Paging Response (if Paging Request included IMSI).
● Identity Response (type=IMSI).

4G:
● Initial AttachRequest (if no TMSI is known to UE).
● Paging Request (if no TMSI is known or paging with TMSI does not yield Paging Response).
● RRCConnectionRequest (if Paging Request included IMSI).
● Identity Response (type=IMSI).

[Fei19],[Jov16]



  



  

Attack 2.3a: IMSI-Catching (Passive)
There are several occasions where IMSIs might be sent in cleartext over RF.

5G-NSA:
● Non-Standalone-Mode uses LTE Core Network.
● Also the Authentication Procedure is the same as in 4G. 
● Only improvement is faster speed through improved RF specifications in 5G.

5G-SA:

● IMSI is never sent in cleartext over RF.
● SUPI = IMSI equivalent
● SUCI = ECIES_encrypt(SUPI, public_key_of_operator)

● Has its own Core Network called “5GC” (5G Core).

No passive IMSI-Catching possible.

Same Attacks as in 4G possible.

[Fei19],[Jov16]



  

Attack 2.3b: IMSI-Catching (Active)
● Exploits the fact that IdentityRequest/IdentityResponse messages can be exchanged pre-

authenticated.

● We can then initiate an IdentityRequest to get the IMSI.
● After IMSI leak, UE is released as quickly as possible to avoid detection. This can be done 

via:
● TrackingAreaUpdate Reject Message
● Changing Frequencies / shutting IMSI-Catcher down.
● RRCConnectionRelease
● ...

All that happens in less than a second!

● Requires UE to reselect from current legitimate cell to our fake Base-Station (we’ll see how 
that works later).

[Fei19],[Jov16],[Got19]



  

Attack 2.3b: IMSI-Catching (Active)

Pre-encrypted, 
not integrity 
protected



  

Attack 2.3b: IMSI-Catching (Active)

Not allowed by 
spec



  

Attack 2.3c: IMSI-Catching in 5G-SA (Active)
● Is substantially harder because of encrypted SUCI. May require additional capabilities 

such as Core Network Access. 

US Patent for IMSI-Catching in 5G-SA Networks [PaT]



  

Key Concept: Frequency Bands

1 1

1860 MHz1765 MHz



  
[cellmapper.net]



  

Attack 2.4: Cell Reselection
Generally UEs prefer faster generations.

...2G:
Intra-RAT, inter-frequency cell reselection behavior in ...

● strongest signal wins.

How to force reselection:
● Open a fake base-station on an empty frequency band with stronger signal than real base-

stations.
● The closer you are to an UE the stronger the signal.

[Got19]



  

Attack 2.4: Cell Reselection
Generally UEs prefer faster generations.

...3G/4G/5G:
Intra-RAT, inter-frequency cell reselection behavior in ...

● Base-Stations broadcast “nearest neighbor cells” list with priorities
for each neighbor cell,

How to force reselection:
● Pick a victim Base-Station, extract its neighbor list

● if neighbor cell with higher priority gives better signal strength, 
reselect to it.

● Cell reselection is only performed in IDLE mode.

● Pick a higher priority cell from this list whose signal strength is 
also very poor.

● Open a fake Base-Station on the frequency band of that high 
priority cell, and make your signal better than that of real Base-
Station.

● UEs in IDLE mode will now reselect to you.

Example nearest neighbor list

[Got19],[Sha17]



  

Never Let Me Down Again – Downgrade Attacks
Downgrade Attacks are very valuable.
● 5G-SA to 4G: Easier IMSI-Catching.
● 4G to 2G: MitM Attacks, Call/SMS Decryption, etc.etc.etc.

NAS Request 
Message

NAS Reject 
Message Reject cause Generation

TAU Request TAU Reject #7, #42 4G, 5G-NSA

Attach Request Attach Reject #7, #42 4G, 5G-NSA
Service Request Service Reject #7, #42 4G, 5G-NSA

Registration 
Request Registration Reject #7, #27 5G-SA

One technique: Lure victim into reselecting our cell with different TAC, then send NAS Reject 
Message.

[Kar21]



  

Reject causes

Cause #7: “EPS services not allowed”:
The UE shall consider the USIM as invalid for EPS services until switching off or the UICC 
containing the USIM is removed or the timer T3245 expires.

Cause #42: “Severe Network Failure”:
The UE […] shall disable the E-UTRA capability as long as the [implementation specific] timer is 
runnning.

Cause #7: “5GS services not allowed”:
The UE shall consider the USIM as invalid for 5GS services until switching off, the UICC
containing the USIM is removed or the timer T3245 expires.

Cause #27: “N1 mode not allowed”:
The UE shall disable the N1 mode capability for the specific access type for which the message 
was received.

4G/5G-NSA causes:

5G-SA causes:

Exact behavior is implementation defined. Some codes may cause a downgrade, some DoS.

[3GPP TS 24.301 Sec5.5.3.2.5]

[3GPP TS 24.501 Sec5.5.1.3.5]



  

Sidenote: Denial-of-Service

4G/5G-NSA causes:

The UE shall consider the USIM as invalid for EPS services until switching off or the UICC 
containing the USIM is removed or the timer T3245 expires. […]. The USIM shall be considered 
as invalid also for non-EPS services until switching off or the UICC containing the USIM is 
removed or the timer T3245 expires.

Cause #8: “EPS services and non-EPS services not allowed”:
[3GPP TS 24.301 Sec5.5.3.2.5]



  

Attack 2.5: Downgrade Dance

Pre-encrypted, 
not integrity 
protected

Pre-encrypted, 
not integrity 
protected

[Kar21]



  

Attack 2.6: SMS Blasting
● SMS Protocol has no builtin sender-id verification.
● If the Base-Station is trusted from which the SMS is received,

the SMS is trusted.

Fake SMS with international number sender-id

Fake SMS with alphanumeric sender-id Many popular companies use alphanumeric sender-id



  

Commercial Options

A commercial SMS-Blaster from Proximus. [PoX]



  

Commercial Options

A commercial IMSI Catcher and SMS Blaster from Made-in-China.com [MiC]



  

Demo: SMS Blasting



  



  



  

Attack Surface #3: Core Network



  

GSM Core (2G)

SS7 InternetPSTN

HLR (Home Location Register):
Central database storing permanent subscriber 
data, including IMSI, MSISDN, services, and 
current location (VLR).

VLR (Visitor Location Register):
Temporary database that stores information about 
roaming subscribers currently served by a 
particular MSC.

AuC (Authentication Center):
Security component linked to the HLR that stores 
secret keys and generates authentication vectors.

MSC (Mobile Switching Center):
Core switching node that handles voice calls and 
mobility for circuit-switched services.
SMSC (SMS Center):
Handles store-and-forward delivery of SMS 
messages.

... 



  

UMTS Core (3G)

● We skip this, nothing fancy to see here!



  

Evolved Packet Core (4G)

Diameter InternetIMS

HSS (Home Subscriber Service):
Central database with user profiles, subscription 
data, and authentication credentials. Equivalent to 
HLR/AuC from 2G/3G.

MME (Mobility Management Entity):
Control-plane node responsible for user 
authentication, bearer management, and mobility 
(handover, tracking).

SMSC (SMS Center):
Handles store-and-forward delivery of SMS 
messages over IMS.

... 



  

5G Core (5G-SA) 
UDM (Unified Data Management): 
Stores subscriber data and profiles, handles 
subscription management and authentication data.

AMF (Access and Mobility Management Function):
Manages UE registration, connection, reachability, 
mobility, and authentication. Acts as the entry point for 
signaling from the RAN.

SMSC (SMS Center):
Handles store-and-forward delivery of SMS 
messages over IMS.

... 
Signaling

InternetIMS

AUSF (Authentication Server Function): 
Responsible for authenticating subscribers, 
working closely with UDM.

SEPP (Security Edge Protection Proxy):
Secures inter-operator communication, protecting 
signaling messages between different operator 
networks.



  

Signaling Networks

1. Locate both users
2. Authenticate them
3. Allocate radio and core network resources
4. Set up a call path



  

Signaling Networks

1. Locate both users
2. Authenticate them
3. Allocate radio and core network resources
4. Set up a call path
5. They can talk to each other

Signaling Plane



  

Signaling Networks

1. Locate both users
2. Authenticate them
3. Allocate radio and core network resources
4. Set up a call path
5. They can talk to each other
6. Tear everything down when the call ends

Signaling Plane

Voice/Data Plane
Signaling Plane



  

SS7 and Global Titles

SS7 InternetPSTN SS7 InternetPSTN

*Example providers and GTs. Not real.



  
Global Titles owned by Vodafone [IR21]



  

Global Title Leasing

Operators typically allocate a large GT block range. But not all GT addresses are used by the operator.
Idea: Lease them and make money!
Many businesses need GTs to build their own core-network or access other core-networks:
● Virtual Mobile Operators (e.g. Congstar, Aldi Talk, Freenet,etc.)
● Mobile Messaging Services (e.g. Twilio, OneSignal, etc.)
● Phone number verification services (e.g. Twilio, hlrlookup.com, etc.)

GT leasing spiral because everyone wants to make profit of unused GTs
Can you trust everyone down the line?

[Fin23],[SS718]



  

Global Title Leasing

*example hierarchy. Not real.



  

Sidenote: UK bans Global Title Leasing

Statement by Ofcom to ban GT Leasing in UK [OfC]



  

SS7 Security

● Has no built-in authentication.
● Once inside, there is little to no information about validity of 

message.
● Every message contains the originating core network, but 

who knows if it’s from the actual operator or one of the sub-
lesses with malicious intents.

Blocking valid requests may result in outage for roaming 
customers.

[Fin23],[SS718]



  

Attack 3.1: IMSI-Disclosure via Core Network

[Cel],[LTM],[WtW22]

● SendRoutingInfo-for-SM (SRI-SM) gives IMSI and currently serving MSC in exchange for MSISDN.
● Valid Use-Case: foreign SMS-Center needs to know how to route an SMS to the user 

(e.g. two-factor-authentication codes are usually sent from foreign networks)



  

CaseStudy: Online HLR-Lookup Providers 

Twilio Lookup API v1 response fields [TwO] Hlrlookup.com API response fields [HlR]



  

Attack 3.2: Location Tracking via Core Network

[Cel],[LTM],[WtW22]

● ProvideSubscriberInfo (PSI) gives Cell-ID in exchange for IMSI (if sent to the right MSC).
● Valid Use-Case: Lawful location tracking for eCall emergency calls. 
● Might result in a PagingRequest to the victims UE if its in IDLE mode.



  

What happens when you’re roaming?

[Cel],[LTM]

● When a subscriber connects the first time to a foreign network with roaming enabled, the 
VLR/MSC sends an updateLocation request to the subscribers home network HLR.



  

What happens when you’re roaming?

[Cel],[LTM]

● When a subscriber connects the first time to a foreign network with roaming enabled, the 
VLR/MSC sends an UpdateLocationRequest to the subscribers home network HLR.

● The HLR sends a copy of the subscribers data to the MSC/VLR and saves the address of 
the MSC/VLR.



  

What happens when you’re roaming?

[Cel],[LTM]

● When somebody wants to call or text the subscriber, the HLR gets asked for routing 
information (using SRI-SM) and hands out the saved address of the foreign MSC/VLR.



  

Attack 3.3: Call Redirection/SMS Interception via Core Network

[Cel],[LTM]

● We can send the updateLocation request on our own and specify our GT as the “foreign 
MSC/VLR”. (updateLocation request is unauthenticated).



  

How to get access to SS7?

● Lease GTs
● Hack some company with SS7 access
● Exploit Signaling Gateways
● SS7-over-IP (SIGTRAN) exploits

● ...

“There is probably thousand of ways into 
SS7 at reasonable effort or cost.”

- Karsten Nohl, SRLabs Berlin [Noh24]

● Darknet



  

How to get access to SS7?

GT Leasing offer by IDM GmbH [IDM]



  

How to get access to SS7?

Freelancer inquiry looking for a GT leasing offer [FrL]



  

What about Diameter and 5GC?

Diameter:
● Inherits most of the vulnerabilities of SS7.
● Has TLS/IPSec, but once inside the network you’re trusted.

See handout for similar attack messages in Diameter.

Signaling

InternetIMS

5GC:
● SEPP drastically improves security of Signaling abuse by 

adding encryption, integrity and authentication.
Only works if the majority has deployed SEPP.
“first-mover-disadvantage”
Out of 354 operators that have launched 5G, only 73 
have launched a full compliant 5G-SA network (as of April 
2025). [GSA]

[Dia18],[Fin23]



  

SS7 Countermeasures

Firewalls !!!
● Only accept roaming messages from roaming partner networks
● Detect quick change of roaming vs. non-roaming states

Secure firewall configuration is key
Many operators don’t have interest in upgrading firewalls 
(costs money, impact on customer satisfaction)

How do we know what is malicious?
● Vast majority of “suspicious” traffic is “noise”: misconfigured 

nodes, local-specific configs.
● Only 0.04% of SS7 traffic is irregular/suspicious (2022).
● Only 1.37% of this suspicious traffic is actually malicious (2022). 
[WtW22]



  

What else is there?

● VoIP (really interesting attack surface).
● Caller-ID spoofing using VoIP with PSTN gateways.
● Hidden phone numbers.
● Obtain IMSI from TMSI via special command in SS7.

● SIM-swapping.
Attack Surface User Equipment:

Attack Surface RF + Base Stations:
● Signal overshadowing (SigOver, AdaptOver).
● IMSI brute-forcing (PIERCER Attack).

● SIM-jacking.

Attack Surface Core Network:

● Passive Location Tracking via signal arriving delay (LTrack).

● Country-based location via ringback-tone fingerprinting.

● Fine-grained Location Tracking via MeasurementReports (Trilateration with signal strength).
● much more...

● much more...



  

What can you do to protect yourself?

● Throw away your phone!

● Request newer SIM from your provider if yours is really old.
Against User Equipment Attacks:

Against RF + Base Stations Attacks:
● If your phone supports it, disable 2G in settings (but again, what is actually 

happening is decided by baseband processor).
● Be extra cautious and attentive in bad-coverage ares (tunnels,ships,planes,rural 

areas) and tracking-area borders.

Against Core Network Attacks:

● Throw away your phone!

● Throw away your phone!

Pressure operators/regulators to take more action. First steps would be to ban/restrict GT 
Leasing and discontinue 2G !!!



  



  

Thank You!
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Discussion Points:

1) Should legacy technologies like 2G finally be shut down — or are they still needed for 
emergencies and compatibility (e.g. car SOS buttons, cheap IoT, etc.) ?

2) Should mobile operators be allowed to lease signaling access to third parties at all? If so, 
who is accountable when Global Title leasing is abused — the mobile operators or the 
lessee?

3) Should law enforcement be allowed to use IMSI catchers — or do the privacy risks 
outweigh their benefits?
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A word on laws
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